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A Disclaimer

A WebNoxious2.04

All vulnerabilities and attacks presented in this presentation were discovered during my
professional avocation with web application penetration testing and research.

This research is different from my ongoing routine work.
All contents of this presentation represent my own beliefs and views and do not, unless
explicitly stated otherwise, represent the beliefs of my current, or any of my previous in that

effect, employers

All for Education and Developmental Purposes
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A About Me

A Senior Security Researcher
Vulnerability Research Labs, COSEINC

A Founder , SECNICHE Security.

A Working insecurity fieldfor last7 years
A Lead ISauthorfor InfoSecurity,Haki® ,ELSEVIER, USENIX Journals.
A Like to dobug hunting Releaseddvisorieso forefront companies

A Active speakeat international security conferences
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A Inside Web 2.0 andrtifacts

A Web 2.0i Retrospective
A Brief overviewof theongoingWeb 2.0realm

A Attack Patterns

A Cross Site Request Forgiii@’henext step

A PDF Silent HTTP Form Repurposing Attacks

A Online Web Servicedesign stringency

A Web Attacks throug®penOfficeand MSWord Documents.

A HTTP Header Protection Parameteral time implementation X Factor
A Demonstrations

A Conclusion
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A Web 2.0 Budding The Inherited Semantics

A Web 2.0 results are based on sensitiveness and
knowledge

A Experimental approach
Results not guaranteed always
A Collection of data is easy
A Dependency factor among components
A Presence of complexity factor
A Diversified attack modes
A Of course side effects happen in Web 2.0

A Online social stringency among groups

A Versatile model with asymmetric characteristics
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A Inside Web 2.0 The Retrospective

Alnteractiveinformation sharing

AWeb 2.0 is called as &utralized and participatoryeb
ANo segregationf web functionalityrathercentralization
AAddingingrained valugo theweb applications
AAnother sort obnline democracy usersto users
AWeb 2.0 is platformbasedarchitecture

ABrowsers used for runningebbasedsoftware's

ABackward ompatibility with webl.0 model 'I'
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A Web 2.0i The Mesh Structure
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A Web2.0 - | Want to Make Money You are Served !
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TechCrunch ~

(@ PROBLOGGER

Graduate study in History —~

Imrmersion in historical study 2RSS Feed

High profile Faculty members

www.gla, ac.uk/historicalstudies/ L2 RSS by Technorati

& RSS by Feedburner

Ads by Google

Too much complexity
Interdependency factor is too
high .
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A Web 2.0i Attack Vector Classification Base and Model

Classification attack
base

Resultant chain
impact
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A Web 2.0 Attack CharacteristicChain Reaction

A One vulnerability or flaw leads to another.

A Diversified sphere of performing attacks

Web 2.0 Phishing leading to Multi-vector Attacks F'ﬂ“d::rﬂ;i;:“ﬁch © WebSense
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A Thought about The Security The Real World

Security is all aboypolishingyour BASICS
Nothing Matters Whether Open Source or Closed Source
Once it is Hacked !

Developers are the Key.

Sorry |
No Second Chance in Hacking World
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A Web?2.0 Basic Flaws Attack Patterns
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