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$whoami

Research Front:
A-ounder , SECNICHE Security.
Andependent Security Researcher.
A ead IS Author and Reviewer for Hakin9 Organization.
AResearch Author for USENIX and ELSEVIER Journals.
A ike to do Bug Hunting. Released Advisories to Forefront Compani
Active Speaker at Security Conferences.
[EU-SecWest, XCON [07/08] , XKungFoo0[08] , OWASP , Géxt etc]
Aleam Lead Evil Fingers Community.
Mrojects CERA, MLABS etc.

Professional Front:

Work as a Security Advisor / Penetration Tester for KPMG Consultanc' -
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Web 2.0 Application Model

Web 2.0 Apps: Networked Applications that Explicitly
Leverage Network Effects via an Architecture of
Participation (optionally) reinforced by a Social Architecture

Wiral Feedback Loops
( A E N NEEXEN N (contant from one user

spraads to other users,

link propagation,
reflectad Dalabasa of
ieation (R Iribantions)
syndication (RS, ATOM) . Open Architecture {Turning
Applications into Web Platforms)

Opan APls
Badges
Wigels
Wab Componanis

Encourage every user

to add wvalue, directly to
Social dimension that - .
th licat th
enables users to e appiication wi

intmract, furthar Apphcatmn implicit and explicit

contributions

adding application
value, and realizing
Read's Law

All the old aspects of
Web apps are siill
true including user

interface, application

WEb 2-0 App lagic, and database
storage and retriewval
Source: hilp:iwab? waj2.com @@

Databasa
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$ AGENDA P

[1] Discovering Clients on Internet / Intranet. ‘
A Web Application Discovery Protocol
A Fingerprinting Embedded Devices.
A Rogue Request for HTTP Server Fingerprinting.
A JavaScript Based Client Information Retrieval
[2] Client Side Attack Patterns.
A Pluggable Protocol Handlers.
A JavaScript Jacking JSON Injections [CSRF]
A HTTP Verb Jackingh HTTP Verb Tampering.
A Insecure Parametric Design of CookfgBaking with XSS.
A War XHR and IFRAME Exploiting Patterns.
A Cross Site Request Forging (Embedded Devigde3he High Risk.
A Surf Jackin@gd Jacking HTTPS in Traffic Pool.
[3] Web Virtual Environment [RDP/ CITRIX].
[4] Questions and Answers.
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Client Side ! Why?

User Interface with the Browsers to Access Content Remotely.

Client System Stores Sensitive Information as Local Cache.
Scriptingi an Intermediate Model of Client Server Relation.

No Executables Required , Just Manipulation through Scripts.
Follows the Concept of Spoofing and Hidden Codes.

Exploitable through J3acking and VBSacking with number of Attacks.
Browserd The Bulls Eye , Attacker Prime Target.

The Concept Exploitation On the Fly.

Exploitation Trend Change towards Application.

Application Level Attacks Easy to Trigger and Execute.
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Fingerprinting ! Why?

Discovering Clients leverage lot of Sensitive Information.

Network and System Configuration is the Target Point to Attack.

Internet , Search Engines Like Google Projects Plethora of Information.
Attacking Intranet Requires the Inside Information of Party.

Garbage Dumps on World Wide Web Servers , A Huge Bonus for Attackers
Client Side Supports various Protocols [Weak] for Robust Functionality.
Insecure Administration of ServarLonfiguration Mismanagement.

Browser Based Insecurities.

JavaScript Jacking on Client Browsers Reveal State Information of Clients.
Every Single Element Discovered, Favors the Attack on Client.

To To To To Do Do Do Do Io I

{/
ully

"
-
.h =y

)

Hacking Client Side Insecurities



Fingerprinting !

A Web Proxy Auto Discovery Protocol.

Protocol used in Discovering Network Proxy Automatically.
Configuration File Contains Intranet Addresses Inherently.

Protocol Dismantle the Manual Configuration to Detect Proxy (PAC) File.
WPAD Works on DHCP Behavior. [ DHCPINFORM Query]

No DNS Lookup is Required if DHCP Issues a Request.

Protocol HandleA

PACA Proxy Auto Configuration | Proxy Settings for Subnets.

DHCP Query through, Uniform Resource Locator [URL]

DNS Query througlh, wpad.dat, File Located in WPAD Root Directory
FunctionhA FindProxyForURL()

To o To To To To o Do Do Do
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http://wpad.xxxx.com/

Fingerprinting !

A Web Proxy Auto Discovery Protocol.
Attack PointA

wpad.dat is Not Stored in a Secure Manner. Should be Placed in Default
Virtual Directory.

Browsers have Stringency in Making a Request to wpad.dat if Stored in Ro
Directory.

No Referrer Check on the Request to wpad.dat File.

wpad.dath, When a Request is issued it Redirects the page to Required
Proxy File for Configuration of Browser.

A Malicious Redirection Can be Done.

When a DHCP Request is Issued no DNS Required. WOW ! No DNS Cach
Poisoning is Required.

A Rogue DHCP Server on LAN do the Trick.
A Wpad use JavaScript to Set Browsers for Proxy Settings.

o o Do Do Dw
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Fingerprinting !
A Web Proxy Auto Discovery Protocol.

# WPAD definition
option wpad code 252 = text;

# Suppress WPAD activityno cache, no DNS.
option wpad "\n\000";

# Configure a valid WPAD cache. Tha is required for Windows.
# All config below this line is optional.
#option wpad "http://www.example.com/wpad.pag

class "MSFT" {
match if substring(option vendaclassidentifier, 0, 4) = "MSFT";

# They put 252 on the DHCPINFORM's, but not on the DHCPREQUEST's
# PRL. So we overide the PRL to include 252 = OxFC, which will also

# suppress the DHCPINFORMS!

option dhcpparameterrequestlist =

concat(option dhcgoarameterrequestlist, fc);

function FindProxyForURL(url, host)

{
return "PROXY 192.168.0.1:3128 ; DIRECT";
}
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Fingerprinting !
Embedded Devices

Criticality in Determining the Internal Structure.

HTTP Request Parameters are Manipulated.

301 Moved Permanently Response Code is thrown.

Devices used to Spoof the Internal IP Addresses.

Every Device has its Own Working Approach

Used to Set Cookie in a Different Manner.

Used to Change the parameter of HTTP Header Specifies.
Analyzing the change in HTTP Headers Play the Trick.
Necessary for Application Pen Testing at Infrastructural Level

To Po To To To To o Do Do >
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Fingerprinting !

A Embedded DevicdsHTTP Header Manipulation
Case 1:

Response Check 1 Potentially a Net Scalar
HTTP/1.12000K \r\n Device

Date: Tue, 05 Jul 2007 17:05:18 GMT \r\n
Server: Server  \r\n

Vary: Accept -Encoding,User -Agent \r\ n
Content -Type: text/html;

charset=ISO -8859 -1\r\n

nnCoection: close \ r\ N Transfer -Encoding: chunked \r\n

Response Check 2

-A send: 'GET /?Action=DescribelImages&AWSAccessKeyld=0CZQCKRS3J69PZ6QQQR2&0Owner.1

=084307701560&SignatureVersion=1&Timestamp=2007 -02 -15T17%3A30%3A13 &Version=2007 -01 -
03&Signature=<signature removed> HTTP/1.1 \ r\ nHost: ec2.amazonaws.com:443 \ r\ nAccept - Encoding:
identity \ r\ n\ r\ n'reply: 'HTTP/1.1 200 OK \ r\ n' header: Server: Apache - Coyote/1.1 header: Transfer -

Encoding: chunked header: Date: Thu, 15 Feb 2007 17:30:13 GMT

A send: 'GET /?Action=ModifylmageAttribute&Attribute=launchPermission&AWSAccessKeyld =0CZQCKRS3J6
9PZ6QQQR2&Imageld=ami - 00b95c69&0OperationType=add&SignatureVersion=1& Timestamp=2007 - 02 -
15T17%3A30%3A14&UserGroup.1=all&Version=2007 -01 - 03&Signature=<signature removed>
HTTP/1.1 \ r\ nHost: ec2.amazonaws.com:443 \ r\ nAccept -Encoding: identity \ r\ n\ r\ n'reply: 'HTTP/1.1 400
Bad Request \ r\ n' header: Server: Apache - Coyote/1.1 header: Transfer -Encoding: chunked header: Date: Thu,

15 Feb 2007 17:30:14 GMT header: nnCoection: close
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Fingerprinting !

A Embedded DevicdsHTTP Header Manipulation

Case 2:

HTTP/1.1 200 OK The Content Parameter is \
Date: Tue, 10 July 2007 03:01:36 GMT transformed into XONTENT.
Server: A_‘paChe This is Generally Shown by
Connection: close Potential RADWARE
Content-type: text/plain Devices

HTTP/1.0 404 Not Foundr\n

Xontent-Length: \r\n

Server: thttpd/2.25b 29dec2008\n

Content-Type: text/html; charset=iso-88531\r\n
Last-Modified: Tue, 05 Jul 2007 17:01:12 GMTr\n
AcceptRanges: byte¥\n

CacheControl: no-cache, nestore\r\n

Date: Tue, 05 Jun 2007 17:01:12 GMWF\n
Content-Length: 329r\n

Connection: closér\n

RADWARE
Device
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Fingerprinting !

A Embedded DevicgsBig IP4 IP Based Session Management

Lets dissect the
Pattern of this
Number.

Cookie: service  -http=167880896.12345.0000.

Binary ( cookie ) == 00001010000000011010100011000000

Converting to blocks of 4 A
00001010
00000001
10101000
11000000

Convert it into
Decimal to see
00001010 A 10 :

00000001 A 1 what is there.
10101000 A 168
11000000 A 192

The Internal IP Dissected is A 192.168.1.10
This Layout is specific to Working Devices

——— e
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Fingerprinting !
A HTTP Server®y Fingerprinting with Rogue Requests

A Fingerprinting HTTP Servers with Rogue Requests.

A Web Servers React Stringently to Different Requests.

A The Response Code can be used to Analyze the Web Server.
A 80% of this RequedResponse is Successful.

Object not found!

The requested URL was not found on this server. If you entered the URL manually please check
your spelling and try again.
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Fingerprinting !

A Client Side JavaScript Can Leverage Lot of Information of Browser State.

Platform : Win32

OSCPU : undefined

UserAgent : Mozilla/5.0 (Windows; U; Windows NT 5.1; en -US; rv:1.9.0.3) Gecko/2008092417 Firefox/3.0.3

Language sen -US

AppName : Netscape - - ] -

AppVersion - 5.0 (Windows: en -us) < script language="javascript"> function

Product - Gecko browserinfo(form) { var txtinfo; txtinfo =

CodeName - 2008092417 "Platform : " + window.navigator.platform

Vendor : +" \n"+"0SCPU : " +

VendorSub : window.navigator.oscpus + " \n"+

CodeName : Mozilla _ ~ "UserAgent : " +

History :3 window.navigator.userAgent + " \n"+

ScreenW - 1440 "Language : " + window.navigator.language

ScrrenH : 900 +" \ n"+"AppName : " +

window.navigator.appName + " \n"+
"AppVersion : " +

window.navigator.appVersion + " \n"+

"Product : " + window.navigator.product +
"\ n" +"CodeName : " +
window.navigator.productSub + " \n"+
"Vendor : " + window.navigator.vendor +
"\ n" + "VendorSub : " +

window.navigator.vendorSub + " \n"+
"CodeName : " +
window.navigator.appCodeName + " \n"+
"History : " + window.history.length + " \ n"
+ "ScreenW : " + window.screen.width + ~

"\ n"+"ScrrenH : " + S
window.screen.height;
form.txtOutput.value=txtinfo; return; }

</script>
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Demonstrations!



Web Chemistry! Wow!
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