
Advisory : MSN Msid Phishing and Redirection Vulnerability.

Severity : Critical

Dated :  18 September 2006

By: Aditya K Sood [www.secniche.org]

Explanation :

The MSN Websites comprising of msid are vulnerable to redirection and phishing attackers. An 
unauthentic user can easily manipulate the traffic from the domain context. The vulnerable links 
are:

Links : http://msid.msn.com/mps_id_sharing/redirect.asp?<Website Name>
Example: http://msid.msn.com/mps_id_sharing/redirect.asp?www.Rootkit.com

Other MSN links:
http://msn.microsoft.se/adstat/msnstats/sweden/redirect.asp?
http://tradera.msn.se/eniro/redirect.asp?
http://blogs.msdn.com/utility/Redirect.aspx?
msid.eu.msn.com/mps_id_sharing/redirect.asp?
msid.jp.msn.com/mps_id_sharing/redirect.asp?

Vendor Status : Reported , No Response. Not Patched Yet.

http://msid.msn.com/mps_id_sharing/redirect.asp?www.Rootkit.com

