
Advisory : Google Metacharacter SpamDexing Anomaly , Bug

Dated : 1 April , 2006

Severity : Intermediate

By: Aditya K Sood [ www.secniche.org ]

Explanation:
The google search engine inherited a flaw in performing search through queries. The induction of [*] 
character changes the query and redirect traffic to random sites. It enables the phishers to misuse the 
google search engine by producing malformed queries.  The “I am Feeling Lucky Button” produces 
random results when * character is induced. The security perspective is intermediate but malformed 
queries can be generated.

Response From Google:

Vendor Status : Algorithm modified and anomaly removed.
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