
Advisory : Google-Orkut Link Traversing Bug.

Dated : 1 September 2006

Severity : Critical

By: Aditya K Sood [http://www.secniche.org]

Explanation:
A specific bug proliferates when a gmail account is linked to orkut account.   There is a specific 
group ID is provided to every account and a signature ID which is the cause of worry. The hacker 
can easily manipulate it and do very erroneous linking with the wrong user Ids of its own choice. 
The email even gets manipulated as no check is present and the page is uploaded as :

One can see email with gid and sig. There is no check is present. The attacker can easily change 
the email id as:

The output is :

The  rogue  linking  is  possible  though this.  It  enable  attacker  to  launch  phishing  attacks  and 
manipulative linking between the gmail and orkut accounts. Fake linking is possible. The attacker 
can infect large number of users.
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Response:

Vendor Status : Reported and Patched.


