Advisory : Critical Vulnerabilities in American Online Networks [ SQL Injections , Redirection and
Phishing Attacks]

Severity : Critical
Dated : 2 March 2007

By: Aditya K Sood [ www.secniche.org]

Explanation :

A number of websites in AOL networks are prone to SQL injections and Phishing attacks. An
attacker can easily leverage internal information from the server by injecting rogue elements. Also
the attacker can perform phishing by manipulating redirection from the domain context.

A number of sites with detailed response is presented as:
Websites Affected :

SQL Injections:
http://premiumservices.aol.com/index.jsp?p=");’

http://webcenter.polls.aol.com/modular.jsp?resType=");
http:/ /futbolmexicano.deportes.aol.com/apertura2006/equipos/index-notab.php?x="'

Redirection and Phishing:
http://music.aol.com/predir.adp?_type=click&_u=<Destination Address>
http://groups.aol.com/gm/V4/iFrFPhoto.jsp?url=<Destination Name>=");

Snapshot: http://premiumservices.aol.com/index.jsp?p=");'
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HTTP Status 500 -

3T Exception report
The server encountered an internal errar (3 that prevented it from fulfiling this request.

org.apache. jasper.JasperException: 1
org.apache. jasper.servlet . JspierviletWrapper.service (JsplervietWrapper. java:372)
org.apache. jasper.servlet.Jspiervlet.servicedspFile (Jsplervilet, java:292)
org.apache. jasper.servlet.Jsplervlet.service (JsplServilet. java:236)
Javax.servlet.http.HotpServlet,.service (HetpServlet. java: 502)

0ot cause|

Java. lang. AirrayIndexCutOfBoundsException: 1
org.apache.jsp.index_jsp. jspService (index jsp.java:isi)
org.apache. jasper.runtime. HotplspBase.service (HotpJspBase. java: 94)
Javax.servlet.http.HotpServlet,.service (HetpServlet. java: 502)
org.apache. jasper.servlet.JsplServiletWrapper.service (JsplerviletWrapper. java: 324)
org.apache. jasper.servlet.Jspiervlet.servicedspFile (Jsplervilet, java:292)
org.apache. jasper.servlet.JspServilet.service (Japlervilet., java:236)
Javax.servlet.http.HotpServlet,.service (HetpServlet. java: 502)

The full stack trace of the root cause is avallable in the Apache Tomcat/s.0.28 logs.
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@’ ||_| http:/webcenter . polls, aol.comfmodular . jsp?resType=");

| Apache Tomcat/5.5.9 - Error report |

inurl:jsp sitetaol.com - Google Search

TTP Status 500 -

BT Exception repaort
The server encountered an internal error () that prevented it from fulfiling this request.

java.lang.NullPointerException
java.io.File.<init> (File.java:220)
com.aol.polls.comp.X3LTFilter.doFilter (ESLTFilter. java:59)

The full stack trace of the root cause is avalable in the Apache Tomcat/s.5.9 logs.
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/1, Problem loading page

inurl:phip site:aol.com - Google Search | | | Equips |_| Equipos

g syhase_query(): Sybaze: Server message Incorre:t gyntax near the keyword 'ORDER'. (geverity 15, procedure MIAY in

Marni
data‘servers/servicios _aol_ futhol pts i _futmex.php on line 234

Narning: syhase_num_tows() supplied srgument is not & valid Sybaze result resource in idata/'serversiservicios_aol_ i ip _futmex.php on line 235

Narning: sybase_guery() Sybase: Server message: Incorrect syntax near the keyward 'ORDER!
sevetity 15, procedure MNIAY In
‘data/servers/servicios_aol_

Warning: sybase_guery(l Sybase Server message: Incorrect syrtax near the
kesyword 'AND'. (severity 15, procedure NIA) in
/data’serversiservicios_aol_s

_futmex.php on line 44
phy

Narning: sybase_num_rows(): supplied argument iz noi & walid Sybasze result resource in on line 387

‘data/servers/servicios_aol_ furtl iptsh _futmex.php on lins 45

Warning: sybase_num_rows() supplied argument is not a valid Sybase result
resource in

MNarning: sybase_guery() Syhase: Server message: Incorrect syntax near the keyward "AND'.
sevetity 15, procedure MY in
‘data’servers/servicios_aol_
an line 28

php

Tt rtido_:

/data’serversiservicios_aol_comfutholmexicance/seripts funcienes.php|

on line 398
itante
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MNarning: sybase_num_rows(): supplied argument iz not & valid Sybase resurt rESOUrcE in
‘data/serversiservicios_aol_ Ttura. i rtido_:
an line 29

php

Marning: sybase_guery() Svbase: Server message: Incorrect syntax near the keyword 'AND'.
zeverity 19, procedure MNIAY in

‘data/servers/servicios_aol_ I php on ling 61%

Narning: sybagse_result(): supplied argument is not a valld Sybasze result resource in

‘data/servers/servicios_aol_ futhol iptsh php on ling 620

MNarning: sybase_result(): supplied argument is nnt a valld Sybaze resun resource in
ts i php on line 621

‘data/servers/servicios_aol_ if

Narning: sybase_resul): supplied argument is not & valid Sybase result resource in
data/serversiservicios_aol_ I php online 623

Redirection Examples :
http://groups.aol.com/gm/V4/iFrFPhoto.jsp?url=http://www.google.com
http://music.aol.com/predir.adp?_type=click&_u=http://www.google.com

Vendor Status : Reported. Major Websites Patched.
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